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Ona HemegneHHon ny6nukaummn: 6.10.2023 F'YBEPHATOP K3TU XOKYN

B TEMEHME MECSALA OCBEAOMJIEHHOCTU O KWBEPBE3OIMNMACHOCTH
N'YBEPHATOP XOKYJ BYAET AKUEHTUPOBATb BHUMAHUE HA BAXHbIX
PECYPCAX MOMOLLM MANbIM MPEANMPUATUAM N BCEM HbIOMOPKLIAM B
COEPE BE3OINACHOCTH

r'y6epHamop Xokyn onybnukoeana 3asiesieHuUe, 8 KOmopom obbsisusIa OKmsa6pb
Mecsiuem oceedomiieHHocmu o Kubepb6ezonacHocmu. O3HaKOMUMbCS C
3asiesieHUeM MOJXHO 30echb

B meyeHue 20-20 exxe200HO020 Mecsiya oceedoMJIeHHOCMU O
kubepbesonacHocmu 2paxdaHe 6ydym npouHgopMuUpoeaHbl O KITH04Ye8bIX
crnocobax obecnevyeHuss 6esonacHocmu e cemu UHmepHem

N'y6epHaTop Katn Xokyn BbinycTunia 3asgBieHne, CornacHo KOTOPOMY OKTS0pb
ob6bsBNAeTCsa MecsiLeM 0cBeJOMITEHHOCTH O knbepbesonacHocTu. B atom roay
oTMevaeTcs 20-9 rogoBLMHa 3TOr0 MepornpuATUs, NPOBOAMMOro B paMKax yCunum no
MPUBNEYEHUIO N NPOCBELLEHNI0 0bLLEeCTBEHHOCTU B Bonpocax kubepbesonacHocTu, a
TaKke No NnpeaoCcTaBneHnio MHCTPYMEHTOB U pecypcoB, noMorarLmx obecneymsaTb
6e3onacHoCTb B MHTepHeTe BceM xuTensm Heto-Mopka. 3To 3assnexue cneayer 3a
npeacrtasneHnem rybepHatopomM XoKyn nepsor B UCTOPUN BCEOOBHEMIIIOLLEN
pernoHarnbHou cTpaTtermum knbepbesonacHoCcTu, Usnararowen noaxonbl K sawure
UMAPOBBIX aKTUBOB Yepes NpUBIIeYEHNE K 3TOMY rpaxaaH Y YacTHbIX CTPYKTYP U
obecneyeHne NpMBaTHOCTU U 6€30NACHOCTM HALUMNX rpaXaaH.

«Ha npoTspkeHun ABaaUaT NeT nposo3arnalleHne wratom Heo-Mopk mecsaua
0CBEAOMIIEHHOCTM O KnbepbesonacHOCTM CNOCOBCTBYET MNOBLILLEHUIO YPOBHS
OCBEOMIIEHHOCTN O LUngpoBor 6e30nacHOCTM U MHPOPMUPOBaHMIO Xutenen Heto-
Mopka o mepax, koTopble HeobxoaMMo NpUHMMAaTh Ans obecneyveHns co6CTBEHHON
6e3onacHOCTM Npy NONb30BaHUM UHTEPHETOM, — coobwwuna ryéepHaTop Xokyn. — C
MOMOLLbIO 3TUX AENCTBMI Mbl MOAYEPKMBAEM HEOOXOAMMOCTb AN HALUMX FpaXkaaH u
npeanpusTui ObiTb 6aNTENBHBIMK NEepes NULOM Knbepyrpos, KOTopble CTaHOBATCH BCE
Gonee MHOrOYNCNEHHbIMU 1 3oL pPEeHHbIMU. Pa3paboTas nepByto B MCTOpUM wiTaTa
BCeOOBHEMIIOLLYIO perMoHanbHyto cTpaTternio knbepbesonacHocTu, Mosi
agMUHUCTpaLMs NOATBEPXKOAET CBOM HAMEPEHMS CcOo3aaTh B LUTATE HENPEOLONMMYIO
cucTemy 000OpOHbI OT KnbepaTtak u 3almiaTb BaXkHeLwmne crnyxobl, OT KOTOPbIX
eXeQHEBHO 3aBUCAT HaLUW XXUTENW, NPEANpPUATUS U MECTHbIE agMUHUCTPALUNY.
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B aToM rogy B TeueHne mecsiLia 0cBeOMITEHHOCTU O knbepbe3onacHOCTN OCHOBHOE
BHUMaHue 6yaeT yaeneHo YeTbipeM MoaensiM NoBeaeHuUs:

o BknoveHne mHoroakTopHoOM nageHTndukaunuy;

e lcnonb3oBaHne HageXHbIX Naponen;

o« OO6HoBneHune MNMO; n

o PacnosHaBaHue ummHra n MHpoOpMMpPoOBaHME O HEM.

MnaBHBLIN cneunanucT no 6esonacHocTyn wrata Heto-Uopk Konun AxepHt (Colin
Ahern): «OTmeyas 20-10 rogoBLLMHY NPOBEAEHMSI MECsILLA OCBEAOMITEHHOCTUN O
knbepbesonacHocT, WwraT Heto-Mopk 6onblue, Yem korga-nvbo, noaTeBepXaaeT CBOO
pewmnmocTb obesonacuTb Haw LmdpoBor nensax. lNpennoxeHHas rybepHaTopom
nyywas B CTpaHe cTpaTtermsi knbepbesonacHoOCTM NokasbiBaeT, YTO B HALLEM
B3aMMOCBA3aHHOM MUPE KaXKabl UrpaeT BaXXHENLYO ponb B obecrneyeHnm 3awmTbl OT
Knbepyrpos. Bmecte Mbl Nnpogomknm co3gaBaTb YCTOMUMBLIN K BbI30BaM LMAPOBOM
Hbto-Wopk ans 6yayLLumx noKoneHnny.

HavyanbHuK YnpaBneHus no Bonpocam HauMoHanbHOM 6e30MacHOCTU U
upe3BblYalHbIX cUTyaumn wrata Heto-Mopk (DHSES) Oxekun Bpein (Jackie Bray):
«B coBpeMeHHOM Mype BaXKHO cneanTb 3a KnbepnpecTynHUKamu, yrpoxarowmmm
Hallen nepcoHanbHOM MHopMaunn n 6esonacHocTu. B TedeHne Tekyllero mecsua
0CBEeOMIEHHOCTM 0 knbepbesonacHocTn xutensm Heto-Mopka cneayet yaenuts
BpemMsi TOMy, 4TOObl o6e3onacutb cebs ot knbepaTtak. [NpumuTe NpocTblie Mepbl Mo
obecneyveHnto cobcTBeHHOM Be3onacHOCTM 1 6e30nacHOCTU Ballen MHopMauun.
MoMHUTE: nogymanTe, NPeXae YeM HaxkaTb Ha KraBuLly MbILW, NONb3ynNTeCh
HaOEeXHbIMU NAPONAMU, PerynsipHO OGHOBNANTE aHTUBUPYCHYIO 3aLUNTY U BKIOYMTE
MHOTOQaKTOPHY NOEHTUIUKALNION.

ObecneyveHune knbepbes3onacHOCTU MMEET BaXXHOE 3HAYEeHne Ans BCeX opraHnsaummn,
HO MOXET OKa3aTbCsl CNIOXHOW 3adadven ansg HebonbLUnX NpeanpuaTUin, B KOTOPbIX
MOXET He ObITb BblAENIEHHOro A4S 3TUX Lenen nepcoHana unm

pecypcoB. [lenapTameHT omHaHcoBbIX ycnyr wrata (Department of Financial Services,
DFS) B napTHepcTBe ¢ HekoMmMmep4eckon opraHmsaunen Global Cyber Alliance (GCA)
npegocTtaBnseT MansiM npeanpuaTnam éecnnartHbii HA6op MHCTPYMEHTOB MO
knbepbe3onacHOCTN, YTOObI OHN MOTIMNK 3aLWUTUTL CeEBA N CBOMX KIMEHTOB OT pacTyLLMX
knbepyrpos. Habop MHCTpyMeHTOB No knbepbesonacHOCTK BKItoYaeT nHdopmaumo 06
naeHTudmkaummn annapaTHOro U nporpamMmMHoro obecrneyeHusi, 0OHOBMNEHUN CPeacTB
3aWmThl OT KMOEpPYrpo3, yCUINEHNN Naponen N NCnonb30BaHMM MHOrOGaKTOPHOM
ayTeHTUdUKaunmn, pe3epBHOM KONMMPOBaAHUN U BOCCTAHOBIEHUN OAHHbIX, @ TakKe
3aLlmMTe CUCTEM SNEKTPOHHOM NoYTbl. BecnnaTHbIn HABOP MHCTPYMEHTOB NO
knbepbesonacHoOCTM Ans Manbix npeanpuaTui u paspaboTtaHHblie DFS TunoBble
NONUTUKM KNGepbe3onacHOCTM MOXHO HanTh Ha Beb-cante DFS.

PykoBoauTtenb [lenaptameHTa dpMHaHCOBbIX ycnyr AapueHHa A. Xappuc
(Adrienne A. Harris): «Knbep6e3onacHOCTb XWU3HEHHO BaXkHa 4SS 3aLmThbl
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KPUTUYECKOWN ONSA Hallen cTpaHbl MHPPaCTPYKTypbl. [lenapTaMeHT (oMHAHCOBLIX yCiyr
(Department of Financial Services, DFS) yctaHaBnusaeT u nogaep>xmBaeT 3TanoH
cTaHgapTtoB knbepbesonacHocTu 1 6e3onacHOCTN (PMHAHCOBLIX YCMYT AN BCEN CTPaHbl
N 3almTbl NPeanpUATUA U NoTpebuTenemn oT CTaHoBALLMXCSA BCe Bonee U3oLwpeHHbIMU
KnbepnpecTynHNKOBY.

OupekTop no nHpopmMaumMoHHbIM TexHonoram Ynpasnexuusa UT-ycnyr witaTta
Hbto-Uopk Opto Paii (Dru Rai): «CotpyaHukn Ynpasnenuus UT-ycnyr wrata Heto-Mopk
(New York State Office of Information Technology Services, ITS) exxegHeBHO TpyaaTcs,
YTOObI 3aWnLaTb LMGPOBY MHPPACTPYKTYpPY WTaTa, obecneymBaTb 6€30MNacHOCTb
AaHHBIX 1 MHHOPMMPOBaTb HbIONOPKLIEB 00 ONAcHOCTSX, NOACTEPEratoLWmX X B
9NEKTPOHHbIX MOYTOBLIX ALUMKAX N HA BPeAOHOCHbIX canTax. B ouepegHon pas otmevas
MeCSL, 0CBEAOMIIEHHOCTM 0 knbepbesonacHocTu B WwtaTe Hbio-Mopk, Mbl pekoMeHayem
BCEM XUTENAM LTaTa NPUHATbL HeobXxoaMMble Mepbl, YTODbI 3aWMTUTL camMux cebs,
CBOW CEMbM M NTMYHOE UMyLLECTBO. A Gnarogapto rybepHaTtopa XoKyn 3a NpoABMXKEHME
3TOM BaXXHOM MHMLMATUBLI U NpuLaHne npmopuTeTHON BaXXHOCTN BONpOCcam
KnbepbesonacHOCTM.

naBHLIN cneuuanucT no uHgopMaumMoHHo 6e3onacHocTy wrata Heto-Uopk
Kpuc aCawnH (Chris DeSain): «Korga geno goxoaut 0o 3awwmtbl cammx ceba m
OKpy>KaroLmnx oT KnbepaTtak, Mbl MOHUMaeEM, 4YTO MHOpMaLMa — 3TO cuna. BoT nouemy
TaK BaXXHO HE TONbKO Pa3bsCHUTb CEPLE3HOCTb YrPo3bl, HO U pacckas3aTb O NPOCTbIX
Larax, KoTopble KaXkabli MOXeT NpeanpuHATb, YToObl o6e3onacuTb CBOE LIMpoBOE
NpoCcTpaHCTBO. byab Bbl rOCyAapCTBEHHbLIM Criy>KaLlmMm, npeanpuHumaTenem unm
OLHUM 13 MUNJTMOHOB PaboTALLMX HBIOMOPKLEB CO BCErO LUTaTa, HAM HYXXHO, YTOObI Bbl
cTanu KnbepBOMHOM U NPUCOEANHUNUCH K HaM B 3Ton Gopbbey.

Ynpasnenue UT-ycnyr wrarta Heto-Mopk (New York State Office of Information
Technology Services, ITS) Takke npoBogMT 00LLELITATHBIN KOHKYPC NAaKaToB Mo
knbepbesonacHocTy Ans AeTen oT 4eTCKoro caga o 12-ro knacca. 3ToT KOHKYpC gaet
YyYUTENAM XOPOLUYH BO3MOXHOCTb MPUBIeYb BHUMaHWe geTen K Bonpocam
obecneyveHnsa 6esonacHoCTU B VIHTepHeTe B yBreKaTenbHOM U NO3HaBaTeSTbHON
dopme. PaboTbl Ha KOHKYpC npuHuMatoTes Ao 15 gekabps 2023 roga. MNMobegutenn ns
wraTa Helo-Mopk ByayT npeactasneHs! Ha caiite ITS u npumyT yyactue B
HaLUMOHaNbHOM KOHKypce, npoBogMMom LieHTpom aHanu3a n obmeHa nHdopmaumen
mexay wratamu (Multi-State Information Sharing and Analysis Center, MS-ISAC).
Kpome Toro, YnpasneHue npegnaraetT psg 6ecnnatHbIX pecypcoB Ans
00LLEeCTBEHHOCTU, Hanpumep Habop MHCTPYMEHTOB Mo obecneyeHunto
knbepbesonacHoctn (Cybersecurity Awareness Toolkit), KOTOpbIN BKOYaeT
TemaTudeckue nnakatbl, kaneHgapu, 6poLutopbl 1 gpyrne matepuansl, KOTOpble MOXHO
3arpy3uTb 1 pacnpoCTpaHATb, YTOObI MOMOYb B NPOABWKEHUN N YKPENTIEHUN TEM
Knbepbe3onacHOCTM NPaKTUYHbIMU, MHPOPMAaTUBHBLIMU, YBrieKaTeNbHbIMU U YAOOHbLIMU
cnocobamu.

[na nonyyeHns AONONHUTENBHON MHOopMauun nocetTute Beb-cant rybepHaTopa
XoKyn, NOCBSALLEHHbIV BonpocaM ycunenus knbepbesonacHoctu B witate Heto-Mopk,
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Beb-canT [[naBHOro ynpasneHns nHdopmMaumoHHon 6esonacHoctu ITS (ITS Chief
Information Security Office), cnegnTte 3a HOBOCTAMM BeAOMCTBa B X, paHee M3BECTHOM
kak Twitter, a Takke B Facebook n Instagram (#NYSCyber).
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